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How to be Cyber Safe
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Always have strong passwords with combination of letters, numbers, special
characters. \

Do not reveal your password to anyone.

Flease do not save your passwords in web browsers.
Ee careful while sharing your personal information and
photos on the internet,

Be careful about suspicious emails, messages and do not
click any link sent by them.

Please do not respond to lucrative offers received by
messages or email.

Dawnload software, apps and files from trusted sources only.
Keep your computer, laptop, tablet, phone installed with latest software and security

updates. |

What are the precautions to be taken while using Social Media

Keep your social media password strong and never share with anyone.
If you think your password |s compromised, changa it immediately.
Change your password periodically. _ |

Adjust the privacy settings on your social media profiles to control
who can see your posts and personal information.

Be cautious and verify the profile before accepting friend requests

from unknown individuals.
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As far as possible keep your profile locked so that it would be visible to your frisnds only,

Never share your photo/video with anyone online,
Do not answer video calls from unknown people.
immediately report to Facebook of Instagram, if you notice that your fake account has been

created. . _
Don't pay anyone if someone is asking maoney through social media messaging app

(Facebook/Instagram AWhatsApp), before paying call the person and verify the genuineness,

How to ensure safety of your child in cyber space

Please keap a watch over the smartphone and internet usage by your
child.

Please activate parental contrel and restricted/child mode over the
-martphone of your child.

Check their browsing history in befween.

Follow the social media account of your child and see what they post or share,

\Make the social media account of your child private.

Mever allow your children to play online games without your knowledge.

M=ver allow children install any gaming application, that asks for money to play.

Never allow children to save your Credit card/ Debit card/ UPI details in any game application.
\eyar give your child ATM/Credit Card till he/she becomes an adult.

v==0 3 watch on the time spent by your child on mobile, internet and social media.

Ariaf your children about how to remain safe in cyber space and the sccial media precautions
a5 given abave,
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What precautions are to be taken in online Financial Transactions

Do not share OTP with any unknown person. OTP is a very secret thing which you only
should use.

Never provide personal information including your account numbers, Credit card, Debit
card, UPI details to unknown persons.

Immediately block the card and report to your bank in case of theft or loss.
Always remember, you don't have to scan a @R code when receiving money.

Online Shopping Precautions

Do not use public computers for online banking, shopping etc.
Buy from trusted sources.

Don't click on malicious pop-ups.
Remember online shopping sites normally do not offer any prize.
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6. KYC/PAN/Aadhar Updation Fraud

* Bank never ask through message or call to update Aadhar PAN/ KYC.

» Please do not entertain any SMS or call askin to update KYC
Simply delete the SMS and block the caller. B 1o upe

Don't install remote applications which will create mirror |
ror image of
your system at the fraudster's side. =

* Flease visit your bank or speak to the Manager and verify if there
is a need to update your KYC . 4

7. Search Engine Usage Fraud

* Be cautious while taking customer care number from &/
an
other search engine, EooBiany

* Itis better to go to original website and Use official website to pet
customer care number,

8. Job Frauds
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* Mewvar pay for an online job, it can be a fraud,

* Do not accept any lucrative part time job offer received through
tefegram/whatsapp.

* Never deposit money following the advice of any unknown person who
assures you maore income or premium membership ete.

* MNewver invest money as per the direction of unknown persons in crypto
currancy as they would be fake.

* Do not go by the opportunities found on search engines advertisement.
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8, Loan App fraud

= Do not download any application to get any easy loan, please visit
bank to apply for loan.

* Do not panic if the fraudster is sending your morphed nude
photographs to your near and dears, that is their strategy to trap you
financially.

* Do not repay loan with exorbitant interest amount to the online loan apps.

10.  Matrimonial/ Gift Fraud

» Always do a background check of the prospective match both in soclal media or in
matrimonial site.
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= Ask enough questions. Do not share personal information.

= Whenever you make friends through onling/ matrimony fsocial
media don’t trust their physical existence till you see that person
on video couple of times that too without prior intimation.

« Be cautious while dealing with NRI profiles.

* Evenin some cases they pretend to visit India to meet you but
thal can be a trap.

= They might offer you giftf money/ valuable articles through parcel.

* From airport you may receive call that unauthorised articles and money have come from
abroad.

* For disposal of the same, they will ask for money in the name of custom duties.
* Never accept transfer/ deposit money in retum of gift as custom clearance.

11, Unknown Call-5IM Swap Fraud

= Mow a days unknown call and links are coming through
SMEWhatsApp message.

* This may be for SIM swap, unknowingly you are giving consent to
swap your sim card to other's name.

* By doing this, your bank account may be compromised and they may transfer the
whale amount from your bank account,

= Dther password can be compromised also.
* Please do not click any link sent by any unknown person.

12. Tower Installation fraud

= Mobile Service providers never ask for tower installation on private
land.

= Never call anyone after going through any onling/ news paper
advertisement or SMS.

» Never pay anyone to install tower in your private land.

13. Online buying/selling fraud

« Do not blindly trust any olx user. T
= Do not get carried away on seeing products at unbelievably low q
price in OLX as it can be a fraud, 3@- 5’

Before buying any product from olx, please verify the user and e e
have a one to one conversation,

Don't click on any link if any olx user is sending the link through any UFI app.
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